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Breach Impacts
The Phoenix-based healthcare delivery system, Banner Health, has agreed to pay up to $6
million to settle consolidated class-action lawsuits against their massive 2016 data breach.
The hackers gained access to systems containing patient information and exfiltrated the
protected health information of approximately 2.9 million patients. Malware installed in the
food and beverage outlets in the facility had also managed to exfiltrate credit card numbers
of 30,000 patients over a period of 2 weeks. The lawsuit alleges that Banner Health failed to
implement appropriate safeguards such as multi-factor authentication, data encryption, and
firewalls that would protect them against cyberattacks.

Dangerous Phishing Campaign
A phishing campaign was discovered in which access was gained through the recipient’s
Microsoft Office 365 account and data was accessed through the Microsoft OAuth API. This
attack method is unique as it targets a victim’s Office 365 account instead of directly stealing
user’s login name and password. OAuth is an open authentication and permission standard
that is used to give third-parties access to user’s account and perform actions on their
behalves. Attackers display a “Permissions requested” dialog which allows them to access
all of the user’s data and services from their own servers. This method bypasses traditional
defensive measures and is difficult to detect and remove. Strong security measures to
authorize and manage external/remote access must be in place to protect user data and
privacy.
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