Cybersecurity and Community Health Centers:
Vulnerabilities and Real World Recommendations

Demonstrating the Impact of Effective Interventions
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Introductions

» Robert Zimmerman, Founder & President, Health Tech Access

Alliance, & Co-developer of QI EXPRESS

» Carol Loftur-Thun, Executive Director, Health Tech Access
Alliance
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Takeaways From Today’s Session

We hope you will gain:

1. Understanding of cybersecurity challenges faced by
Small and Medium Businesses (SMBs) in healthcare

2. Knowledge of effective approaches to improving
cybersecurity for SMBs

3. Insights about key factors in improving cybersecurity
for SMBs
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Healthcare’s Unique Challenges

Networks are increasingly interconnected



The Complex Health Environment

[ -all Clinical assessment, evaluation, treatment and care is
managed through the partnership between provider and
patient.
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IT is Overwhelmed, Especially in Smaller Organizations

Dozens of technical
projects needing clear
direction

-~
>~
High expectations to

improve outcomes

Constant organizational
need for new technology

Continuous
challenges on
the health IT
team and
architecture

Limited labor pool of
qualified IT resources

Lack of authority to
make decisions

Poor alignment and
budgeting process
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Top IT Critical Security Challenges



Healthcare Trends Driving Change

» Telehealth

» Home health care
» Precision medicine
» Digital health

» Blockchain VALUE-BASED
» Big Data/Analytics

» Value-Based Care




Pace of Change is Accelerating

FIGURE 1

Exponential change will accelerate the pace of disruption

A Technological development The human factor

Moore’s law: The power of chips, Technology development feeds and
bandwidth, and computers doubles enables various trends in society:
a roximately every 18 months. A A

B &7 7 Social connection

Mobile phones:
The number of mobile phones -
worldwide doubled in the the last S -

48 months N \  Well-being
DIY B s
DNA sequencing: _

What once cost $1 billion and took
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.§ 13 years to accomplish now costs Decentralization ooo
= less than $100 o o
g and can be done in less than o
£ o o
= 1 hour oo
g Data storage: (@) @) o
= From $569 per GB to o o
<$0.01 o0©o0 o
Nanotechnology o OC)
e T O o Reality is exponential

Robotics In health care, regulatory bodies

(e.g., FDA) are working to keep up
with the pace of change spearheaded
by innovative entrants

Biomedical engineering
Artificial intelligence
Cost of data storage

Connectivity
Augmented reality
3D printing

Trends underlying exponential growth

Perception is linear

In traditional models of change,

tech leads the charge followed by
business models, and then regulation
i
Present Understood... 7 years Directional... 14 years Unknown... 21 years

Note: All dollar amounts are given in US dollars.
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Community Health Centers (CHCs)

1 in 5 Americans covered by Medicaid, over

75 million people

About 1,400 CHCs across the U.S. provide
care in underserved rural & urban locations

CHCs provide essential services in the
aftermath of emergencies & disasters, as
well as primary & specialty care, behavioral
health, & substance abuse treatment

Healthcare is 1 of 15 Emergency Support
Functions, identified in the National
Response Framework (NSF) as ESF #8
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Compliance & Security Poorly Incentivized

= Oversight of HIPAA HITECH regulations:
» OCR audits were extremely limited
» Hamstrung by policy disagreements & need to show success

= CMS failed to conduct minimal Meaningful Use documentation reviews

» Left program to promote adoption of Electronic Health Records (EHR)
open to abuse & misuse of federal funds

- Real failure was lack of incentives to truly prepare for cyber & other threats

» HTAA has found most small to medium healthcare organizations are ill
prepared for cyber threats, emergencies & disasters

» Accenture study recently showed only 14% of healthcare SMBs are
prepared
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Compliance is Not Security

» SMBs & CHCs focused on compliance, not security

» Compliance beginning to be incentivized through increased CMS/OCR
audits & fines

» Security still typically a “Check the Box” exercise at best

» Even though security protects patients from serious risks
» Individual patient risks include:

» Theft of medical & personal identities

» Medical histories & records compromised when stolen & used by
strangers

» Medical devices potentially hackable if connected = loT

» Critically needed, life-saving equipment unavailable or compromised
during ransomware attacks or medical device hacks

» Clinical outcomes can be seriously impacted

HEALTH TECH
ACCESS ALLIANCE




The State of Security in Community Health

Centers (CHCs)

- HTAA:

Conducted study of Data & Cyber
Security Readiness for 45 CHCs from
multiple states

CHCs studied ranged in size from
single location organization centers
with 10,000 or fewer patients up to
large organizations with 10 — 15
locations serving 80,000 or more
patients

Performed vulnerability scans across
networks 7 devices as part of Security
Risk Assessments (SRAs)

Provided reports and remediation
coaching for CHCs

Detailed Results
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Most CHCs Still Have Major Security
Vulnerabilities

» Average # of
vulnerabilities
identified = 5,000+

» For larger
organizations, # of
vulnerabilities =
10,000 or more

» 1/3 of these were
critical, high
priority 4 & 5 level
vulnerabilities

Vulnerability Count for Severity 4&5
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Common Vulnerabilities Across CHCs

Top 10 Common Categories of Vulnerabilities

COUNT OF CATEGORY

O —
General Windows Local Security SMB / Internet CGl TCP/IP SNMP  Information
remote Policy NETBIOS Explorer Gathering

services

CATEGORY

Patches and updates to Windows & other software are common

vulnerabilities, even though these are fairly easily remedied issues usm:m TECH
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Basic Data Security Practices Would Help

10 MOST FREQUENTLY DETECTED VULNERABILITIES

No Longer Supported RC4 Cipher
SSL Certificate - Out of Date

Oracle

SSL/TLS Server needs upgrade
NetBIOS Name Accessible

Default Windows Administrator
Account

TLS susceptible to attack

Windows Guest Account Not
Renamed
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With Effective Assessment & Remediation, one Ck
saw 58+% Drop In Vulnerabilities in under 2 years

Total Vulnerabilities Over Time

58.06% l Dec-2017 Sep-2018 Dec-2018 Jul-2019
6000 7828 6477 5191 3283

Count of Vulnerabilities

Dec-17 Dec-18
Month

This line graph illustrates the decline in total count of vulnerabilities from 2017-
2019. Over the years from December 2017 to July 2019, the vulnerabilities reducec
by 58.06%.
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Common Vulnerability Categories Dropped in 72 o
For Same CHC

Count of Vulnerabilities per Category (2017-2019)
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Top Excuses for Ignoring Cybersecurity

I’m too Little

P00k E X GEU SRS

It's too Complicated
It's too Expensive

We don’t Have the Time

Compliance is Enough

3 Party Providers Do it
for Me

A ] 72 A



Healthcare is #1 Target for Cyber Crime (FB

» Ransomware attacks up 400% in 2018

» HIMSS 2017 survey found 3% of healthcare
executives reported significant security

o 0 o % lOO
incident in last 12 months S
)

» Only 31% of victimized organizations s .
discover data breaches internally 9
m

(]

» Average time threat groups were on

.. 2010 2011 2012 2013 2014 2015 2016 2017
victim’s network = 205 days

Figure 1: U.S. Healthcare Data Brea

Xhes
» Why? https://www.esentire.com/blog/healthcare-industry
growing-target-for-cybercriminals/

» Healthcare organizations—especially
SMBs—continue to deploy outdated
software & technology

» Security efforts typically reactive, not

proactive plrlri i<


https://www.esentire.com/blog/healthcare-industry-growing-target-for-cybercriminals/

Smaller Healthcare Organizations Have
Become Prime Targets for Attacks

> Who is attacking? Financially motivated organized
crime groups

Nation State Actors

Activist Groups or Hacktivists

Insiders
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Common Cybersecurity Risks

» Third Party Vulnerabilities

» Theft or Loss of Portable Devices
» Phishing Attacks

» Malware Attacks

» Email Hacks
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Top Countries for Cyber Criminals
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Advanced Persistent Threat Actors From
China - Why? - e @

» Gather Protected Health Information (PHI) for espionage
missions

» Focus on data describing medical procedures & processes
» Healthcare operations
» Medical device R & D
» Pharmaceutical research
» Intellectual Property (IP)
» Assist healthcare industries in other nation states

» ldentify diagnosis, treatments and protocols that may he
China’s aging population

D
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How Lucrative is Stolen PHI?

SSN $1

Credit Card $5

Medical Information $ 50

Packaged PIl Data $100 +
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Cost of a Data Breach

» Recent acquisition or new solution increases potential cost
Percentage Cost

/ \L/
A
< /0

Business Information Revenue Loss Equipment

Disruption Loss Damage HEALTH TECH
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Preventing a Costly Data Breach

» Be Proactive

v' Employee training and v' Segment systems and limit
awareness access

v' Implement and enforce v’ Disable macro scripts from
policies files transmitted over emails

v Implement patches timely v Back up data and test integrity

v' Utilize anti-virus and anti- of back-up
malware solutions v’ Secure backups

v Manage the use of v Implement and test
privileged accounts contingency plans
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Administrative & Physical Safeguards are Ke

o 0o 00000 o o0 o0 o

Conduct a Security Risk Analysis (SRA) with Independent Agency
Implement a Risk Management Plan

Have a Sanction Policy

Review safeguards periodically

Assign responsibility to at least one individual with necessary training
Develop & Implement an Incident Response & Reporting Plan
Develop & Implement a Data Backup Plan

Develop & Implement a Disaster Recovery Plan

Develop & Implement an Emergency Mode Operation Plan
Evaluate Contingency Plans

Develop & Execute Business Associate Agreements
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Physical Safeguards: What Each Healthcare
SMB Should Be Doing

» Facility Access and Control: Limit physical access to secure area
where records kept, while ensuring authorized access

» Most CHCs and SMBs are already doing a good job on this
» Used to physical security precautions

» Workstation and Device Security: Policies and procedures to
specify proper use of and access to devices and media with PHI.

Transfer
Removal
Disposal
Reuse of devices with PHI
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The Way Forward for CHCs & SMBs: 4 Pillars

» Understanding the
Cybersecurity Risks Cybersecurity
Today

» Planning for a Changing
Environment

» Investing in Technology &
Security

» Training to Close the
Skills Gap

HEALTH TECH
AAAAAAAAAAAAAA




\

Key Findings From Our Work with 200+ CHCs

Need for Training:

= Trend towards outsourcing IT & Security functions with little
corresponding training/investment in internal capacity

Limited/no oversight of Managed Service Providers (MSPs) & IT
Services

Little to no formal vendor management

When MSPs & IT Services vendors conduct Security Risk
Assessments (SRAs) becomes “Fox Watching the Hen House”

Need to Engage Leadership:
= From boards to CEOs, very little understanding of cybersecurity
50% of FQHC boards required to be from communities served

= |IT rarely has seat at table with top executives & decision-makers

= As older leaders transition out, new generation of leaders
starting to focus on cybersecurity = positive trend
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Cybersecurity is About Change Management

Effective Cybersecurity = 80% 10 Princip[es
of Leading

People/Processes + 20% Tech
Typically under appreciated = Change

the “People” component Management

©

Leadership & Training are the
keys to effective Change

n

Management & \ [ ﬁ
Change Management is about: \L ' ”'**l 1* -
Emotional Intelligence e T ™ oo
Communication 0 ﬁ o
Culture

Egg engage, Ldtd Lragfml L rage
the lin fmllt
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Culture is Key:

vvyvyy

v

Understanding the Culture is Key
Speak the Language
Understand the Values & Norms

Need to Communicate Risks &
Urgency Clearly

Tailor Solutions to Culture of
Organization

Make Cybersecurity Solutions
Simple to Increase Adoption

» Not tech driven
» People driven

» Address cultural, emotional &
rational factors

7 Company Culture Components

Behaviors
‘"ll

; Beliefs Mgt
& L&nguage

,."» — R
‘(.-, m‘/ Imes -

Copyright 2001-2016, Bemanghofen Company, All Rights Reserved.
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Organizational
Change: Not Just
What'’s Visible

THE ICEBERG

that sinks organizational change

Visible Organizational Culture

“The way we say
we getthings

Structures £y A — Policies

oo ) B2
Beli€is S = .

Assf)wnagﬁons ProCedures
A -

8

\’\\ Jradition

V.

Unwritten Rules

Perceptions

G

“The way we really .’
| get things ‘\_}“\..S’rones

~ ‘ g

TORBEN RICK - WWW.TORBENRICK.EU
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Engage Leadership in Cybersecurity:
We Need More Cybersecurity Evangelists

2 Adopt Strengths-Based Approach

Powerful Questions
Curiosity
mpower ositivi

2 Coaching - Powerful Questions,
Positivity, People are Capable

2 Build Trust

2 Active Listening

0 Empathy
2 Build Awareness Awareness
2 Sense of Urgency G | |
0 Build Confidence el
2 Set Realistic Goals-80/20 EmruSt

2 Empower with Realistic Solutions

Strengths
Focus on the Whole Person
atu ra l Iy Cca pa bl & Acknowledgement

i,
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Can This Approach Combining Tech, Training &
Soft Skills Really Work for SMBs & CHCs? YES

Monitoring and Remediation Makes a Difference
Example Clinic: Care One

Records_Dist_by_Mon_Line Ql
. x>RESS

Care One 65.17% 1
December September December

2017 2018 2018
- 1,399
§ 2500
E 2000 Compared to Dec 2017, Risk
- were reduced by 65.17% in
- Dec 2018.
s Average of 18 Clinics
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Get Our Slides

» Send your contact info—name, title, email
& phone number—to Carlos Navarro:

» carlos@htaalliance.org

» And we will send you our presentation

)
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Q&A

»What is your experience?
»What questions do you have for us?




Contact Us

» www.htaalliance.org

» Robert Zimmerman
» Founder & President
» robert@htalliance.org
» 302.604.8849

» Carol Loftur-Thun
» Executive Director, Health Tech Access Alliance

» carol®@htaalliance.org
» 301.715.8300
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